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sufficient?
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Security Domains In Light Of UN R155
B
u
si

n
e
ss

 
IT

S
e
cu

ri
ty

Secure Data Processing/Data Center
Secure IT Projects

Secure IT Operation
Secure IT Systems & Platforms

Secure Applications & Cloud
Secure Network & Communication

B
u
si

n
e
ss

 
S
e
cu

ri
ty

Security & Risk Management
Human Factor

Secure Engineering & Projects
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Secure Production Environment
Secure Data Processing

Secure Data Center
Secure Automation

Secure OT Operation
Secure Network & Communication
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Secure Software Development
Secure Hardware Development

Secure Diagnostic Systems
Secure In-Car Components
Secure V2X Communication
Secure Backend Systems
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Implementing UN R155
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Skills, Competences And Methodologies For UN R155

“Competent personnel with appropriate cyber security skills and 
specific automotive risk assessments knowledge” (UN R155)

Highly sophisticated cyber security requirements should result in 
competence analysis and in development of appropriate methodologies
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Scoping Of Cyber Security Regulation

Development

Charging Infrastructure 
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Smart CityHardware
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Ensuring Security And Safety By Holistic And Strategic View

Driver‘s
Responsibilty

Operator‘s
Responsibilty

Manufacturer‘s
Responsibilty

State‘s
Responsibilty

Correct user
behaviour

Secure operation and
data protection

Secure product, 
vulnerability monitoring
and incident handling

Cyber Norms and
Protection against
cyber terrorism/war
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▪ Research on generic digitalized 
Vehicle E/E Architecture for 
development, testing, training 
and monitoring along UN R155
(Digital Twin on Automotive Cyber Range)

▪ Capacity Building in 
Automotive Security and 
Curriculum Design along UN R155

▪ Guidance for implementing UN R155, in particular for the supplier

▪ Multistakeholder dialog on cyber in the vehicle ecosystem 

▪ International initiatives on security and sustainability in cyber

Actions Needed For Cyber Security Readyness And Sufficiency

Cyber Security Professional 
for Automotive
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